Cybersecurity Board Reporting

Wenn sich VR & Management die Hand reichen
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Ein Team von passionierten Cyber-Experten zog aus, das Cybersecurity Board
Reporting genauer unter die Lupe zu nehmen

Chris Verdonck Maya Bundt Tommy Viljoen
Project Initiator Fellow — Schweiz Fellow — Australien
Fellow - Belgien

= cenrenron - International Centre for Corporate Governance, St. Gallen, Switzerland
In Zusammenarbeit mit: CORPORATE GOVERNANCE
e . . .
‘15';' CYBERSECURITY - National Cybersecurity Centre of Belgium (CCB)
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Daten wurden in Interviews und von anonymisierten Reports gesammelt

Datensammlung
August 2024-Januar 2025 in Australien,

Belgien und in der Schweiz

eee Interviews
Mit erfahrenen VRs aus 67 grossen
Unternehmen

N Analyse
Von 37 anonymisierten Cybersecurity
Board Reports
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In allen Verwaltungsraten wird Cybersecurity diskutiert — manchmal
aber nur in einem Kommittee...

Cybersecurity is Discussed in the Committee

@Al @BE @CH
Audit and Risk Committee (1 committee) 9% 34%
Risk Committee 1% 26%
Audit Committee 3% 23%
Technology Committee 11%
Other JEA ' 6%
0% 5% 10% 15% 20% 25% 30% 35%

Cybersecurity Discussed at the Full Board

3 (4%)

4 (6%)

13 (19%)

47 (70%)

@®Yes @No @In connection with other topics e.g. IT strategy @ Other
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... oder relativ selten...

Frequency of Cybersecurity

Discussions at Board-level
Country @ AU @BE @CH

Yearly 25%

Quarterly 21% 31%

Half-yearly 4% 4% 18%

Every Board meeting 3% 10%

Ad hoc 10% 15%

0% 5% 10% 15% 20% 25% 30%
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... oder in relative kurzen Traktanden

Usual Duration of Cybersecurity

Discussion at the Board-level

®AU @BE @CH

5 minutes
15 minutes
30 minutes
60 minutes

More than 60 minutes
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3%

9% 9% 19%

28%

13% 1%

3% g

4% 7%

10% 20%
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30%
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Verwaltunsrate bekommen Cybersecurity Informationen von verschiedenen
Quellen- aber nicht alle kennen ihren CISO

— 6 (5%)

21 (17%) —\ /— 8 (6%)

ki 31 (24%)
ns— Oo

5(4%) —

14 (11%) —

L 30 (24%)

® CEO @3rd Party @CIO @CISO @CRO @Ext Audit @Int Audit ® Other
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Kein Report ahnelt dem anderen
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Nur 31% der Verwaltungsrate glauben die richtigen Informationen
zu haben, um das Risiko einschatzen zu kbnnen

| Have the Appropriate Information to Assess Companies’ Cyber Risk so | Can Take Informed Decissions

@ AU @BE @ CH Average response

10 6,5

Standard deviation

5 4

T g IJl..lZ-2

0 2 6
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Die Kluft
Uberbrucken:

Cybersecurity
Board
Reporting
Framework




Mehrere Faktoren beeinflussen das Cybersecurity Board Reporting von
Organisationen...

Grosse und

sl Komplexitat

Organisatorische
Maturitat

Regulierung
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...Und Kriterien fur effektives Reporting miissen beachtet werden

Abdeckung

Glaubwiurdig-
keit

Granularitat Aussagekraft
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Ein strukturiertes Cybersecurity Board Reporting Framework soll den
Handedruck zwischen VR und Management starken

Cybersecurity Board Reporting Framework

Factors Influencing Cybersecurity Board Reporting

Board Governance

Where? How Often? How long? Who? What?

Criteria for Effective Board Reporting

Cybersecurity Board Reporting Content

Context Cyber Governance Strategy Status Outlook

Types of Cybersecurity Board Reports

Strategy Update Status Update KPI Report Ad Hoc Deep Dive

Board Calendar

v

Q1 Q2 Q3 Q4

BOARD )
REPORTING . .
CrsecURY www.cybersecurityboardreporting.com



Food
For

Thought
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Wann haben Sie das letzte mal lhren Cybersecurity Board Report inhaltlich
Uberarbeitet und ihre Interaktionen mit dem Management Uberpruft?

@ Board, Chairperson

* Define where cybersecurity
matters should be discussed

* Take into account factors
influencing Cybersecurity Board
Reporting (5.1)

* Responsible Executive and CISO
* Chairperson of the Board and/or
of the responsible Committee

* Define cybersecurity topics o be
reported to the Board (Figure 8)
including the depth, breath and
scope of information required

* Define the different types of reports
for full board and Committee

* Company Secretary
% * CISO and/or responsible

Executive

Critically review periodically
if the reporting provides the
necessary information and

+—+—+  * Propose reporting calendar (Figure
E 9 and 10) including time needed

* Propose who should present where

follows the criteria for
effective reporting (see 5.2).
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Woher wissen Sie, ob |hr Report gut (oder gut genug) ist?
Welche Governance Struktur passt zu lhrem Unternehmen?
Welche Rolle spielt Regulierung fur lhre Cybersecurity VR-
Governance und den Inhalt des Reports?

Sollte Cybersecurity als Expertise auf der VR-Matrix erscheinen?

Sollte der CISC Ansprechperson im VR haben’®

Wieviel Cybersecurity Training braucht der VR?

Wie kann man die Diskussion um Cybersecurity verbessern?
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MORE QUESTIONS? /

BOARD
)\ REPORTING

CYBERSECURITY
BOARD REPORTING

The Boards’ perspective
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Discount code for participants: CyberZurich25
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